Obtain street 
address information 






Compare to old 
street address or 
a reference address 


> 





Gather and analyze 
demographic data 

associated with 
a change in address 



Assess relative risk of 
fraud based at least on the 
divergence in demographic data 



Ai^^New Account Process - 



flow new app l 



Batch/Online 




2) Rcccrve client data, 
and perform stan dard ^ jm 

data hygiene tasks r\~*<*U 



9) Apply business 
rules 



I 



10) Apply user 
defined 
parameters 



Yes 



3) Is a reference 



address present? 






f 




4) Append 
reference address 




i 




3) Standardize 
addresses 




* 



I 



12) update 
previous history 
file 



6) Append all information to 
both addresses - reference 
address and application 



30 



6a) Demographic 



^40 



6b) USPS 



6c) Other data 



r~S0 

4— 



6d) Prcvtoos his 


tory 


file 





.60 



10 



6c) Client fraud data 





7) Create score baa 


edonaU 




daU 





61) Address velocity 
-? 



B4 



8) Update address 
velocity file 



'80 



No 




13) Us. 



13a)Case 
management 4- 
system 



13b) MIS/ 
reporting 



'96 



14) Web Saver 
^9T 



IS) Receive 
client fraud 
indicated data 



^60 



Fig 



Fi g : 3 



Identity Theft 
Fraud 



Takeover 



New Application 



Current 
address 
or reference 
address 



(from address) 




Address 

provided 

on 

application 




}£0 




CO 
O 

| | 



c 

vo 

e 
o 

i 



"3 

•o 
c 

vo « 

gvo 

< e«f 
^ vo 

§ 
o 

o 



U 



6b 






> 8 






j 










U) 



J 



1 

11 


S 

i 


i 




Delivery 
Sequence File 






NES/Nixie 



r 










vo 




VO 







to 



T3 



VC 



Fig. 6 



Analyze the raw data 
linked to an address 
for selected variables 



^80 



^ 

Calculate a score 

based on weights 

placed for each 

of the selected variables 



Fig. 7 




/ 



Takeover or 
New Account Process 
Client Hosted 
Batch/Online 



Fig. 



/ 



/ 




1) Stiit 



9) Apply business 
roles 



3101 



2) Client 
application 
software 



I 



10) Apply us 
defined 



3) Client hosted 
software application 
of the present 
invention 



4) IDI update, 
maintenance and 
support linkage 



5) Standardize 



6) Append all information to 
both addresses — current 
address and "change to" 



6a) Zip plus 4 
Demographic data 



6b) USPS ^ 



6c) Other data 



12) update 
previous 
history file 



6d) Previous history 
file 




13)Userinter&ce 



13a) Case 
system 



13b) MIS/ 
reporting 



14) Internal 
client interface 



6c) Client fiand data * 



7) Create score bu 


od on all 


data 





6f) Address velocity 

T 



8) Update address 
velocity file 



15) Receive 
client fraud 
m^li ^^t ^d data 



Account Takeover 
Score all address changes and match to subsequent media requests 

Batch/Online 



1) Start 




2) Roccxvo cHcnt data, 

media request and 
address change filet and 
perform standard data 
hygiene 



3) Address 
Change file 




3M- 



Yes 



> No -end 



8) Append all information to 
both addresses — current 
address and "change to" 



8a) Demographic 



8b) USPS 



8c) Other data 



8d) Previous history 
file 



8e) Client fraud data * 



8f) Address velocity 
j 



9) Create score based on all 



I 



10) Update address 
velocity file 



1 



11) Apply business 
±~ rules 



14) update 
previous 
history file 



No 



15) User interface 



15a)Case 
management 
system 



15b) MIS/ 



16 Web Server 



17) Receive 
client fraud 
indicated data 



Fig. 9 




Account Takeover 
Scores address changes only when matched to media requests 

Batch/Online 



Fig. 10 




2) Receive client data, 
media request or address 
change files and perform 

gtandxrd data hygiene 



10) Apply 
rules 



£ 



3) Media 
request file 



4)90 day- 
rolling address 
s file 




6) Take no action 



10) Apply user 
defined 
parameters 



12) update 
previous history 
file 



i 



8) Append all information to 
both addresses — current 
address and "change to" 
address 



8a) Demographic 



8b) USPS 



8c) Other data 



8d) Previous history 
file 



8c) Client fraud data 4 



8f) Address velocity 



9) Create score baa 


cd on all 


data 





10) Update address 
velocity file 



No 




13)Uscrinterfece 



13a)Case 
oanagemerd 
system 



13b) MIS/ 
reporting 



14) Web Server 



13d) Receive 
client fraud 
indicated data 



00 




I 

=3 



§ 

3 

Si 

8 ^ 

£ J 
| u 

o 
o 

3 



I 



2 2.5 

J8 B| 



X E ' 



I 



.2 8 

III 



I 



PS 

ill 





Locaiable 
address 
cooversioo 
system 






Delivery Point 
Validation and 
Service 




n 


National 
Change of 
Address 




i i 


8 

*31t 





Deceased, 
pandering and 


Suppression files 


i 


i 


Delivery 
Sequence File 


i 


i 


NES/Nurie 



1 



CO 






00 




oo 



CM 



00 




.2 



I 



3 

e 



1 

CO 

I 

t-l 

g 

o 

1 



§ 

3 



oo 

U 



S 
G 

G 
O 
o 






00 



oc 



Account Takeover — Takeover flow2" 

Score all Address Changes 
Batch/Online 



Fig. 13 



8) Apply business 
rules 



2) Receive client data, address 
change file and perform 
standard dtU hygiene 



I 



9) Apply user 
defined 
parameters 



3) Standardize addresses 



: 11) update 
previous history 
file 



4) Append all information to 
both add r e sses — current 
address and "change to" 
address 



4a) Demographic 



4b) USPS 



4c) Other data 



4d) Previous history 

file H- 



4e) Client fraud data 



41) Address velocity 
* 



5) Create score has 


cd on all 


data 





I 



6) Update address 
velocity file 





12)Userinterfece 



12a)Case 
management 
system 



12b) MIS/ 
reporting 



13) Web Server 



14) Receive 
client fraud 
indicated data 



00 





Delivery Point 
Validation and 


4> 

O 

i 


i 




National 
Change of 
Address 




Zip +4 

Address 

Standardization 


L 







D.O.J, county 


statistics 


i 


i 


Non-client 
fraud address 
file 




i 


Warm address 
file 



in 

1— c 
OX) 




to 
u 

1 

CO 

■§ 

5 ! 

u r 
8 00 

I ^ 
oo 

> ^ 
o oo 

Si 

o 
o 

45 



1 ^ 



8,8 

Q 







